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Today’s Security Landscape

Undetectable

Higher Impact

More Complex

More 
Persistence

Copyright (C) Amnpardaz Software Co. - All rights reserved 5

Malwares

APTs

We need “advanced tools”,
to detect the threats 

which “hide in the noise”
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Can’t rely on traditional tools…

Attacker have access to security tools

• They can test detection before attack

Security tools are “tools”, not more

• Today’s threats are controlled by advanced teams

• A tool cannot defend against a team

• You need an expert team to defend against it

Antivirus catches public malware

• Police catches visible crimes. Spies are caught by agencies.

• Many suspicious alerts are suppressed, as AV cannot ask the user about it

We need tools for experts to find the undetectables…
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Alert Fatigue

AV 
Alerts

Suspicious

(unconfirmed) 

Events

All Events
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Only a small percent of “Alerts” are 
reported by Antivirus

It needs to be 100% sure about it

This is where malwares hide

To find the undetectable,
We need tools to see all the events



Anatomy of cyber-attacks
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MITRE ATT&CK Tactics
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Typical Cyber-Attack Example
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Initial Attack Vector (Recent Attacks)

Remote Desktop
45%

Web Vulnerability
14%

Telerik (Web 
Vulnerability)

10%

Oracle Database
10%

Zimbra (Mail Server)
7%

Log4j

Microsoft Exchange
4%

Microsoft SQL Server
3%

Malicious Download 
(Cracks & Trojans)

3%
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Source: Amnpardaz CSIRT 2023



Endpoint
Detection and Response
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The importance of Endpoint

Generated Stored Processed
Gets 

encrypted and 
transmitted

Endpoint
is where 

malwares run 
and

attackers 
target!
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Endpoint is where your data is … 
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Endpoint Detection and Response

Monitor

• See hidden behaviors and suspicious activities

• Dashboards and visualization help you to see the big picture

• Threat hunting allows experts to find unknown threats

Analyze

• Alert engine detects advanced attack indicators (IOA)

• Forensics and timeline data allows to find the root cause of the attack

• Search and find the hosts and devices affected by the threat

Respond

• After finding and analyzing all aspects of a threat, it’s time for response

• Instantly isolate the hosts suspected of being infected

• Clean the hosts by killing or quarantining the artifacts of the attack
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Padvish EDR
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Padvish EDR

Endpoint 
Sensors

Collect 
Events

Analyze 
and 

Visualize
Alert

Respond
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Complete support for every part of the
security cycle
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Padvish EDR - Technologies
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Padvish EDR 
Technologies

AntiMalware

Memory 
Scanner

Behavior 
Protection

Machine 
Learning

CorrelationSandbox

Network 
Attacks 

Detection 
(IPS)

MultiAV

File Analysis 
Module
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Padvish EDR - Sensors
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Padvish
EDR

Sensors
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National Regulations Compliance

 Padvish EDR Expert enables government organizations to comply 
with multiple national regulations.

 Padvish EDR Provides Compliance for:
 Virology Laboratory

 Multi AV

 Padvish EDR is an Important Component for:
 CSIRT

 SOC
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Padvish EDR

Monitor Process & 
Modules

Hacker 
Toolset

Fileless 
Malware

Suspicious 
Behaviors

AI 
Detections

…

Analyze Dashboards Alerts
Threat 

hunting
Multi AV

File 
Analyzers

Sandbox …

Respond Kill Process
Perform 

Scan
Isolate Host …
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Threat Hunting
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Search & Hunt

When

What Where
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EDR Alerts
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Automatic 
Alerts View Details
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Managed Devices
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Choose a Response

See Details
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Malware Lab
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Multi AV

Sandbox

Analysis 
Progress



Amnpardaz.com

Static File Analyzers
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For any type of file



Practical Real-World Scenarios
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Lets discuss some scenarios…
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 Scenario 1: CERT published an IOC for recent attacks

 Scenario 2: News about an in-the-wild attack

 Scenario 3: Forensics of a threat detected by the system
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Scenario 1: Scan for an IOC

 There were multiple cyber attacks during last week, targeting 
different government organizations.

 CERT is inspecting the attack, and has provided an IOC signature 
based on the forensics symptoms gathered.

 The admin is instructed to run the IOC scan on all the endpoints 
to find if the organization network is infected.
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Scenario 1: IOC Rule
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Scenario 1: IOC Scan
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Scenario 1: IOC Task Results
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Scenario 2: In-The-Wild Attack

 News about an in-the-wild recent attack affecting systems 
globally has been announced.

 The News article contains symptoms and signs of the attack, such 
as the file names, registry paths, and sha256 hashes.

 The admin uses the Threat Hunting panel to inspect historical 
data to find which hosts has been affected by this attack.

 https://blog.cyble.com/2023/03/23/cinoshi-project-and-the-
dark-side-of-free-maas/
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https://blog.cyble.com/2023/03/23/cinoshi-project-and-the-dark-side-of-free-maas/
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Scenario 2: 
Threat Hunting
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Scenario 3: Forensics of a detected threat

 An alert is generated by Padvish EDR about the detection of a 
Hacktool on one of the corporate devices.

 The admin wants to know where the infection has come from 
(the root cause), and which systems it has infected so far.

 Also they want to find and block IP addresses of the botnet’s C&C
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Scenario 3: Finding the Root Cause
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Scenario 3: Threat Hunting
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Scenario 3: Threat Hunting
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Scenario 3: Threat Hunting
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EDR 
Requirements and Challenges in Organizations
7x24 - Security Expert Team

• Finding, Hiring, Keeping enough Experts for a 7x24 team

• Teaching, Ensure being Up-to-date

• Creating Management and Evaluation Structure

The Technical Gap between Organizations’ Goals and Business and the Security Team

• The security team can’t report to the upper management

• It won’t get enough and consistent attention

• Gets abandoned and unmotivated over time

Limited View of Attacks

• You only monitor your organization network, so your view of attacks is biased

• You won’t see latest attacks and techniques, unless you are attacked.

• You’re always one-step behind in experience

Alert Fatigue

• Most of the time you are resolving false positives

• Makes the team indifferent to alerts over time

Unbalanced Responsibilities vs Authorities

• Preventing cyber-attacks is a great responsibility, which cannot be placed on the security team with its limited authorities

We need a solution
to these challenges…



Managed
Detection and Response
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Technology Compare

EDR MDR
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vs

Lower Cost

Easier 
Maintenance

Responsibility

(SLA)
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Need more help?
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 Padvish MDR is the next step

Padvish 
Deep 

Sensors

Continuous 
Monitoring

Security 
Experts

Exclusive 
Threat 

Intelligence

Padvish 
MDR
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Padvish MDR Infrastructure
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Padvish MDR – Alert SLA
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زردسطح هشدار
(غیرقطعی)

نارنجی
(غیرفوری)

قرمز
(تماس فوری)

سیاه
(بررسی فوری)

شرح

احتمال هشدار کاذب
یم هشدار باید توسط ت

انسانی سطح بندی 
شود

بررسی فوریت ندارد
آلودگی بدافزاری غیر هک، یا

بقایای یک هک قدیمی

نیازمند کسب اطلاع فوری
ت رفتار مشکوک مشاهده شده اس

که احتمال دارد توسط ادمین 
انجام شده باشد

خطر فوری هک
خطر هک جدی و نزدیک به 

ی قطعی است و باید فورا بررس
شود

اعلام هشدار از 
aaaطریق تماس

۲۴×۲۴۷×۷(شب۷صبح تا ۷)ساعات کاری -زمان تماس

الزامیدر صورت عدم اطلاع ادمینبا نظر ادمین-بررسی الزامی

ساعت۱روز۱هفته۱-مهلت آغاز بررسی

aa-اراعلام کتبی هشد
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Padvish MDR
Tiering

Alert Analyst

CSIRT Forensics

Threat Hunters

AntiMalware Specialist

Security Architect

DB Specialist

News Analyst

Malware Analysts Network Specialist

Software Engineers Quality Assurance

Alert Engineer
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Padvish MDR
Alerting Process
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Padvish MDR
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Padvish Antivirus – Real-world Performance

Government Sector
34%

University/Education
19%

Healthcare
9%

Oil and Gas
6%

Private Sector
32%

Recent Cyber-Attacks Prevented by Padvish Antivirus

(Last 12 Month)
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